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1 OBIJASA HHOOPMAIIHUA

1 OOmas nadopmManus

IICY Cnytauk u [ICY CnyTHHK JIalT ITO3BOJISIIOT KOHTPOJIUPYyEeMO 3aBepinaTh paboty (shutdown) cepBepos u
TIePCOHAJIPHBEIX KOMITBIOTEPOB (Hajee IO TEKCTy 3TU [OBa TepPMHHaA MOT'YT BOCIIPMHUMMAaTLCS PaBHO3HAYHO) IIPU
npo6ieMax C 3JIEKTPONUTAHNEM, HCII0NIb3YI0 IPOTOKONI SNMP 1 oTKpHEITOE TporpaMMHoe obecnedenue Network
UPS Tools.

C nomorbio NUT MOKHO HaCTpOUTh aBTOMaTHYeCKOe pearupoBaHue Ha uaMeHeHue cocrtosaus VBII (BeIonHE-
HHe KOMaHf, IPoTrpaMM, CKPHUIITOB) [JISI I'PYIIITEl KOMITBIOTEPOB.

NUT pmocTyneH [jsi OCHOBHHIX muaTgopm’:
e Linux,
¢ BSD cuctemt,
* Windows,

* VMWare.

Lhttps://metworkupstools.org/download.html
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2 KOHOHUT'YPAIIHA OBOPY[OBAHMA 1 OCHOBHBIE CIIEHAPHUH

2 Kondurypamusi 000pyIoBaHHsI © OCHOBHBIE CII€eHapHH

NUT no3BonseT HacTpauBaTh yIIpaBleHUe:

1. oguuM UBII 1 ogHEM KOMIIBIOTEPOM,

2. ogauM UBIT 1 HECKOMBKUMK ! KOMIBIOTEPAMH,

3. HeckonbkuMu WBII 1 ogHUM KOMIIBIOTEPOM,

4. geckonbkuMu WBII 1 HECKOIBKUMU KOMITBIOTEDAMU.
BapuanTt 1 siBnsgeTcs caMbIM IpocTHM, Korga MBII o6ecnedynBaeT NUTaHWE OOHOTO KOMIIBLIOTEDPA, KOTOPHIHA Tpe-
0yeT KOHTPOJIMPYEMOT'O 3aBEPIIEHUS.
BapuanT 2 MoXKeT OBITh peann30BaH ¢ moMolnsio NUT cliegyoomuMu criocobaMu:

* OIMH KOMIIBIOTED HacTpauBaeTCs KaK OCHOBHOM (master) u MoXkeT epefaBaTh HUHGOPMAIUIO O COCTOSSHUU
UBII ocTanpHEIM KOMIIbIOTEPaM (slave) o BHyTpeHHeMy npoTokony NUT;

* BCe KOMIILIOTEPH HaCTPauBalOTCS KaK OCHOBHEIE (master) ¥ He 3aBUCAT OPYT OT OPYyra;

* HECKOJIbKO KOMITBIOTEPOB HaCTPAaMBAIOTCS KaK master, oCTaJbHEIE KaK MOMUHHEHHEIE HM.
[TepBrIii CIIOCOG SIBJISIETCSI IPEAIOYTHTEIbHEIM, TaK KaK OH OrpaHrYuBaeT yupasnenue VBT TONbKO OGHUM KOM-
MTHIOTEPOM.
BapuaHT 3 HCIIOIb3yeTCs OISt CEPBEPOB OCHAIIEHHBIX HECKOIBKUMHU OJIOKaMM ITUTAHUS.
Bapwua#nT 4 siBisieTcs KoMOMHAIME!H MPEeObIAYIINX BapUaHTOB.

Ilanee O6yoyT paccMOTpeHa HacTpolKa Ajis BapuaHTa 1. [Togpo6Has uHpopManus o HaCTPOUKe IOJIsl APYTUX KOH-
¢urypaumit npuBefeHa B pykosoacTtse K NUT.

1I{OJ’II/I'-IeCTBO CBepPXy He OTPaHUYEeHO U OlIpefeisieTCs BbIYUCIIUTEeIbHBIMU BO3MOXKHOCTSAMU U HOTpe6HOCT5[MH.
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3 IIPUMEP HACTPOHKHU

3 IIpuMep HAaCTPOHKH

B aToMm pa3pgene nokasaH mporecc HacTpoiiku NUT B OC Debian 10.0 u Windows 7 (32 bit) gns Korburypaiumu
«opuH UBII - onvH KOMIOBIOTEDP>.

[ICY umeeT cnenymolye mapamMeTphl:

* IP apgpec - 192.168.99.40;
¢ SNMP - v1/v2, community urenue - public;

* HacTpoeHa cBa3b ¢ UBII SPB.

Debian
YcranoBka NUT u DOIOJTHUTENIBHBEIX TAKETOB:
sudo apt-get install nut
sudo apt-get install snmp
sudo apt-get install nut-snmp
OcranaBnuBaeM Iporieccel NUT:

systemctl stop nut-driver nut-server nut-monitor

Ha aToMm aTame cTout npoBeputsh cBs3b ¢ IICY. [l aToro BeimonuuTe snmpwalk -v 1 -c public 192.168.99.40.
IlonmkeH 0TOOPa3UTHCS CIUCOK ITapaMeTPOB U UX 3HAUEHUS.

PepakTupyeM KOHQUTypallMioHHEIE Qaiilbl.

/etc/nut/nut.conf:

MODE=standalone

/etc/nut/ups.conf:

maxretry = 3

[SPB]
driver = snmp-ups
port = 192.168.99.40
snmp_version = vl
community = public
pollfreq = 1

/etc/nut/upsd.conf:

LISTEN 127.0.0.1 3493

/etc/nut/upsd.users

[upsmaster]
password = zxcvbn
upsmon master
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3 IIPUMEP HACTPOHKHU

/etc/nut/upsmon.conf

MONITOR SPB@localhost 1 upsmaster zxcvbn master
MINSUPPLIES 1

SHUTDOWNCMD "/sbin/shutdown -h +0"

NOTIFYCMD /sbin/upssched

POLLFREQ 5

POLLFREQALERT 1

NOTIFYMSG ONLINE "UPS %s: On line power."

NOTIFYMSG ONBATT  "UPS %s: On battery."

NOTIFYMSG LOWBATT "UPS %s: Battery is low."

NOTIFYMSG SHUTDOWN "Auto logout and shutdown proceeding."
NOTIFYMSG COMMOK "UPS %s: Communications (re-)established."
NOTIFYMSG COMMBAD "UPS %s: Communications lost."

NOTIFYMSG NOCOMM "UPS %s: Not available."

NOTIFYFLAG ONLINE  SYSLOG+EXEC
NOTIFYFLAG ONBATT  SYSLOG+EXEC
NOTIFYFLAG LOWBATT SYSLOG+EXEC
NOTIFYFLAG SHUTDOWN SYSLOG+WALL
NOTIFYFLAG COMMOK  SYSLOG+WALL
NOTIFYFLAG COMMBAD SYSLOG+WALL
NOTIFYFLAG NOCOMM  SYSLOG+WALL

/etc/nut/upssched.conf

CMDSCRIPT /usr/bin/upssched-script.sh

PIPEFN /var/run/nut/upssched.pipe
LOCKFN /var/run/nut/upssched.lock

AT ONBATT SPB@localhost EXECUTE onbatt

AT ONLINE SPB@localhost EXECUTE online

AT ONBATT SPB@localhost START-TIMER onbattdelay 60
AT ONLINE SPB@localhost CANCEL-TIMER onbattdelay

CozmaeM ¢aiin ckpunta /usr/bin/upssched-script.sh co cnepyiomum cogepXKUMBIM:

#!/bin/bash
case $1 in
onbatt)
wall "AC fail. After 1 minute start shutdown."
online)
wall "AC return OK. Shutdown canceled."
onbattdelay)
wall "Shutdown start."
/usr/sbin/upsmon -c fsd

esac

PaspemaeM HCIIOJTHEHHuEe 3TOro d)afma:

chmod +x /usr/bin/upssched-script.sh
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3 IIPUMEP HACTPOHKHU

3amnyckaem npoueccsl NUT:

systemctl start nut-driver nut-server nut-monitor

V6enuTtbcs B IpaBUIbHOCTH HAacTpouku cBsizu NUT c¢ TICY M0KHO BBess KOMaH/Y:
upsc SPB

IonxeH oToOpa3uTcs cuucok napametTpoB UBII (B dopmate NUT) u ux 3HaueHus (CM. puc. 1).

:~% upsc SPB
Init SSL without certificate datab

runtime
runtime.

- param
er. param

iver

input.
input

Puc. 1: TIpumep BeIBOZA IIpOTrpaMMEbI UPSC
B pesynbTaTe MBI OJIYy4YUM CHUCTEMY, KOTOpasi:

» mpu nepexonae UBII Ha AKB BeiBoguT B KOHCO0 M coobiierue AC fail. After 1 minute start shutdown.,

* IIpM Tepexode B pPeXuM OHIaWH u3 pexuma AKB BHBOOUT B KOHCOJIHM COOOIEeHUE
AC return OK. Shutdown canceled.,

* yepes 1 muHyTYy nocie npebsiBanus UBIT B pexxume nutanus ¢ AKB BeiBoguT B KoHCconu Shutdown start.
U BHIKJIIOYaeT KOMIIbTED,

* IIpU IIOSIBJIEHUHU COOBITHSI HU3KUA 3apan AKB BEIKIIIOYaeT KOMIIBIOTED.

Ckpunt /usr/bin/upssched-script.sh co3man ons meMoHCTpaIUM, IO3TOMY BEIIIOIHSIET TOJIBKO KOMaHMEL OT-
MIPaBKYU yBEIOMJIEHUH MOJIb30BATEIISIM U MOIKEH GHITH OTPEHaKTUPOBaH B COOTBETCTBUY C TpeboBanusMu. NUT
MPeayCMaTPUBAET, YTO YBEIOM/IEHUS O COOBITHSX B KOHCOIH MOTYT GLITH HACTPOEHEI IJIsi OMPeHe/IeHHEIX COORI-
Tuit pupektusol WALL B daiine /etc/nut/upsmon.conf.

Windows

CxaunusaeM! u ycranosnusaeMm NUT mis Windows. [j1s cucTeM x86 IporpaMMa IO yMOJTYaHHIO yCTaHABIMBa-
etcs B mupekTopuio C:\Program Files\NUT.

Konupyem Heob6xogumbie GUOTHOTEKH:

e libeay32.d11, msvcrl20.d1ll, ssleay32.dl1l B manky C:\Program Files\NUT\bin,

Lhttps://metworkupstools.org/download.html
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3 IIPUMEP HACTPOHKHU

* libeay32.d1l, msvcrl20.dll, ssleay32.dll, 1libgcc s dw2-1.dl1,

C:\Program Files\NUT\sbin

PemakTupyeM KOHOUTYpallMOHHEIE (BaiikL.

:\Program Files\NUT\etc\nut.conf

libss132.d11

B

TanKy

MODE=standalone

:\Program Files\NUT\etc\ups.conf

maxretry = 3

[SPB]
driver = snmp-ups
port = 192.168.99.40
snmp_version = vl
community = public
pollfreq = 1
mibs = ietf

:\Program Files\NUT\etc\upsd.conf

LISTEN 127.0.0.1 3493

:\Program Files\NUT\etc\upsd.users

[upsmaster]
password = zxcvbn
upsmon master

:\Program Files\NUT\etc\upsmon.conf

MONITOR SPB@localhost 1 upsmaster zxcvbn master
MINSUPPLIES 1

SHUTDOWNCMD "shutdown -s -t 0"

NOTIFYCMD "upssched.exe"

POLLFREQ 5

POLLFREQALERT 1

NOTIFYFLAG ONLINE EXEC
NOTIFYFLAG ONBATT EXEC
NOTIFYFLAG LOWBATT EXEC
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3 IIPUMEP HACTPOHKHU

C:\Program Files\NUT\etc\upssched.conf

CMDSCRIPT "\"C:\\Program Files\\NUT\\upssched-script.bat\""

PIPEFN "\"C:\\Program Files\\NUT\\upssched.pipe\""
LOCKFN "\"C:\\Program Files\\NUT\\upssched.lock\""

AT ONBATT SPB@localhost EXECUTE onbatt

AT ONLINE SPB@localhost EXECUTE online

AT ONBATT SPB@localhost START-TIMER onbattdelay 60
AT ONLINE SPB@localhost CANCEL-TIMER onbattdelay

Co3pmaeM ¢aiin ckpumta C:\Program Files\NUT\upssched-script.bat co cnenmyommm comepKUMBIM:

set state=%

IF "sstate%"=="onbatt" (
msg * "AC fail. After 1 minute start shutdown."
) ELSE IF "%state%"=="online" (
msg * "AC return OK. Shutdown canceled."
) ELSE IF "%state%"=="onbattdelay" (
msg * "Shutdown start."
SHUTDOWN /s /t 5
) ELSE (
REM msg * "Get wrong state."

B KOMaHOHOU CTPOKE, 3aIyIIeHHOHN C IpaBaMu AOMUHUCTPATOPA, BEIIOJIHSIEM KOMAaHIy [OJIS 3aIllyCKa CIIyKOEBI
NUT:

net start "Network UPS Tools"

V6enutbcsa B mpaBuibHOCTHU HacTpouku cBsa3u NUT c IICY MO2KHO BBEI3BaB IPOTrpaMMy UPSC U3 AUPEKTOPUHU
C:\Program Files\NUT\bin

upsc SPB

IonmxeH orobpa3utcs cuucok mapamerpoB UBII (B dopmate NUT) u ux 3HayeHus (CM. puc. 2).

B pe3yJibTaTe MEI II0JIYy9YUM CUCTEMY, KOTOpPas:

» npu nepexone MBII Ha AKB BeiBomuT coobmenue AC fail. After 1 minute start shutdown.,

* IIpu nepexone B pexum OHJIaWH us3 pexuma AKB BBEIBOOUT coollIeHne
AC return OK. Shutdown canceled.,

* yepe3 1 munyTy nocie npebeiBanus MBII B pexxume nutanusa ¢ AKB BHIKTI094aeT KOMIBTED,

* Ipu NOSIBIEHUU COOBITHS HU3KMI 3apapn AKB BRIKITIOWAET KOMITBIOTED.
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3 IIPHMEP HACTPOHKH

c=“Program Fileszs“MNUT~bin>up=zc SPB
bhattery.charge: 35.00
hattery.current: 0O_00
hattery.runtime:= 8760.00
hattery.runtime.low: 0.00
hattery.temperature: 27.00
hattery.voltage: 100.00
device.mfr:

5

driver_name: snmp—ups

driver _parameter.mibhs: ietf

driver _parameter.pollfreqg: 1

driver _parameter.pollinterval: 2
driver _parameter.port: 122_168.99.32
driver_parameter.snmp_version: vl
driver._verzion: Windows—vZ2.6.5-5-7—g72f380c
driver.version.data: ietf MIB 1.4
driver.version.internal: @.70

input .bypass _phases: 0.0@

input .current: O.00

input . frequency: 51.50

input . frequency.nominal: @O_00

input .phases: 1.00

input .realpower: 0.00
input.transfer. high: 0.00

input .transfer.low: O_.00
input.voltage: 210.00

Puc. 2: TIpumep BHIBOZA IPOTPAMMEL UPSC
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4 COBETH H 3AMEYAHHA

4 CoBeTbl U 3aMe4YaHHUs

ITocne HacTpoiiku NUT 06513aTeIbHO BBHIIIOJIHUTE MIOJTHOE TECTUPOBAHUE C OCHOBHBIMHU ClIeHAapUsMHU CO0EB 3/1eK-
TponuTauus. ClieHapuu OyOyT OIpenensiThCs KOHGUTypaluei cCucTeMbl. HampumMep, A1t KOHQUTypalluu IpuBe-
IEeHHOU BHIIIE:

» obecrouyuBanue MBIl u oXXupaHWe BHKIIIOYEHNST KOMIIBIOTEPA Yepe3 1 MUHYTY,

» obecrounBanue UBII, oxupmanue 10-50 ceKyH[, BO3BpPAT IUTAHUS — HOJIXKHEI IIOSIBUTHCSI COOTBETCTBYIOIINE
YBEOOMJIEHUS], HO KOMIIBIOTED HE JIOJI?KEH BHIKJTIOYUTHCS.

Ecnu BO3MOXKHO, TO CTOUT 3aBepuiaTh paboTy CepBEPOB KaK MOXKHO PaHbIIe II0 CIeAYIONUM IPUYNHaM:

® pa3pH}KeHHLIfI UBII nocne BKIIOYEHUS, €CJIU OH HE TOCTAaTOYHO 3apdAouil 6aTapeH, MOKeT He 00eCIeYuTh
H606XOJII/IM01"O BpEeMEeHHU aBTOHOMHUHU B ClIy4Ya€ BOSHUKHOBEHUA np06neM C 9JIEKTPOIIUTaHUEM;

* TpelyloTCs mononHuTenbHas KoHburypanus NUT, uToObl 3allyCTUTh IPOLEAYPY 3aBeplieHusT paboTH KOM-
MBIOTEPOB, B ciiy4dae 3amycka UBII ¢ paspsxkenHoi AKE 1 mocnenyoero BO3SHUKHOBEHU S ITPOGJIEM C 9/1eK-
TPONUTAHUEM;

¢ CO BpeMeHeM €MKOCThb 6aTapeI7I CHHZXaeTCd.

CKpI/IHT upssched -SC r‘ipt CO30aH OJid JEMOHCTPAIUY, II0O3TOMY BEIIIOJIHAET TOJIBKO KOMaHbI OTIIPABKU yBeJOM-
JIEHUY TI0JIb30BaTEeJIsIM, 3aBepLHIeHu A pa60'r1,1 1 OTMEHBI 3aBepPIIeHUsa U OOJIZKEeH OBITh OTpeOaKTHUPOBaH B COOT-
BETCTBUHU C Tpe60BaHI/IHMI/I.

IOns Linux NUT npemycMaTpuBaeT, YTO YBEOOMIIEHUS O COOBITHSX B KOHCOJIM MOT'YT OBITh HACTPOEHE! IJIS OIIpe-
OeJeHHBIX COORITUH qupekTuBoi WALL B daiine /etc/nut/upsmon.conf.

[TpuMep HacTPOUKH mpaiBepa Ajs paboTel mo SNMPv3 (COOTBETCTBYeT HAaCTpPOMKaM Ha pHUC. 3):

[SPB]
driver = snmp-ups
port = 192.168.99.40
snmp_version = v3
secLevel = authPriv
secName = serveruser

authProtocol = MD5
authPassword = gqwertyuio
privProtocol = DES
privPassword = asdfghjkl

ITpu BriGope B HacTpoiikax SNMPv3 AES mubpoBanus NUT He MOKeT yCTaHOBUTD CBsi3b C [ICY.
Hcnone3yiite mupposanue DES.

OcHOBHEIe CBefleHH 0 HacTpoiike NUT mpuBeneHs! B fokyMeHTe «Network UPS Tools User Manual»!. ITpumeps
HACTPOMKHU IJIs1 pa3IUYHBIX KOHGUTYpanui 060pyaoBaHUs MOXKHO Tony4duTsh B oKyMeHTe «NUT Introduction to
Network UPS Tools. Configuration Examples»2.

1 https://networkupstools.org/docs/user-manual.pdf
2http://rogerprice.org/NUT/ConfigExamples.A5.pdf
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4 COBETH H 3AMEYAHHA

SNMP

Brnwounuts @D

Bepcua  SNMP V3

MpuémnHnkn Trap coobuieHni

NoBaswTs Trap (12) ==

SNMP v3

[obasute nonsscsarens (11) +

MNonezoeatens 1
WNma SErveruser
AyTeHTUUKaLma MD35 v | gwertyuio

Wnpposanne  DES v asdfghijkl

Wcnonbsyetca ana Trap cooBwenui

®
®

Puc. 3: Bug ctpanuusl Hactpoek SNMPv3
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A PETHCTPAILIMSA U3MEHEHHH

IIpuwioxkenue A Perucrpanusi H3aMeHEeHHH
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HepBOHaqaanaﬂ Bepcud NOKyMEeHTa.
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CamT: inmatics.ru
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Email: support@inmatics.ru

OTtaen npogax
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